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HUcnoab3oBanue mapmpyru3atopos Eltex ESR (mpoaBunyTbii
YPOBE€Hb) V.3

JurenbHocTh Kypea: 40 akageMHuecKkux 4acoB (5 qHeil)

eneBast aynuropus:

CucrtemMHbIe aIMUHUCTPATOPHI;

CrenaincThl TEXHUYECKUX U HH)KEHEPHBIX CITYKO;
HuxeHeppl CONMPOBOKICHHS U TEXHUYECKOUN MOIJICPKKH;
Pazpaboruuku cereBoro I10.

TpeboBaHus K y4aCTHHUKAM:

3HaHUe OCHOB MH(POPMAITMOHHBIX TEXHOJIOTHH;

3nanue mojzenu OSI u ponu MpOTOKOJIOB B Nepeiaue JaHHbIX;

[Tornmanme 6a30BBIX MPUHITUTIOB MAPIIPY TH3AIHH;

3HaHUE TaKMX MOHSATHUM Kak: KOMMyTatop, Mapuipytusarop, [P-anpec, MAC-anpec, macka mojceTd u
npedurc, VLAN, pesxxumbl Trunk u Access, THITBI KOHHEKTOPOB, mmoJist kaapos Ethernet, makancymsius,
nenenue [P-cetelt Ha moacetn u cymmupoBanue [P-cereid;

Ymenne pabortats ¢ CLI (6e3 mpuBS3KM K KOHKPETHOMY TPOH3BOIUTEIIO).

PesyabTaTsl 00yyeHus:

Ymersn:

- HaCTPOUTH MekceTeBOol 3kpaH ESR u oGecnieunTh 6€30MacHOCTh OT CETEBBIX aTak;

- pa3BepHyTh KoHpuryparuto OSPF u BGP B cetu nmo6oro tuna u Macirada;

- o0ecneuuTh KOHTPOJIb MapiIpyTu3anuu ¢ nomouisio PBR, Multi-WAN u VRF;

- YOPaBIATh IpUOpUTETaMu Tpaduka sl cTabMIbHOM paboThI ceTu ¢ moMoIbio QoS;
- OpraHu30BaTh PE3EPBUPOBAHNE KAHAJIOB, CEPBUCOB U YCTPOUCTB;

- KOH(UTYpUPOBATH 3aLTUIIEHHBIE COETUHEHUS U BUPTYaJIbHbIE CETH.

3HaTh:

- OCHOBBbI CCTCBBIX TeXHOJ’IOI‘HfI;

- OCHOBBI pa0OTHI TPOTOKOJIOB cTeka TCP/IP;

- OCHOBHBIE MPUHIIUITEI 0OecTieueHHs 0€30MaCHOCTH CETEBBIX YCTPOUCTB;
- IPUHITUIIBI TIOCTPOCHUS H30BITOYHBIX CETEH;

- criocoObl MOHUTOPHUHTA CETEH.

Baagern:
- HaBBIKaMU YIIPaBJICHUS CETEBBIMHU YCTPOMCTBAMU;
- HaBBIKaMU HACTPOMKH CETEH ¢ UCTIOIB30BAHUEM TEIEKOMMYHHUKAIIHOHHOTO 000PY/IOBAHHSI.
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Y4yeOHasi nporpaMMa NoOBbIIIEHUSI KBATH(PUKALMHA
«Hcnonb3zoBanue mapuipytuzatopoB Eltex ESR (npoaBunyThIll ypoBEeHB) V.3%

HaumenoBanue Onucanue Bpems
Tema: 1. MexceTeBoii IKpaH. 3 gaca
Onucanue: 1.1. MexceTeBoM 3KpaH. 1 gac

1.1.1. O6uue cBeneHuUs.
1.1.1.1. MexceTeBoii 3KpaH Ha OCHOBE 30H O€30MaCHOCTH.
1.1.1.2. MexceTeBol 3KpaH ¢ OTCIEKUBAHUEM COCTOSTHUS CECCHH.
1.1.1.3. ITopsimoK HACTPOMKHN MEXKCETEBOTO IKpAHA.
1.1.2. 30HbI 6€30MIACHOCTH.
1.1.3. Onpenenenne nHTEpPEICOB K 30HAM OE30MACHOCTH.
1.1.4. Co3nanue ciuckoB object-group.
1.1.5. B3aumopeiicTBre Mex 1y 30HaMH 0€30MMacHOCTH.
1.1.6. IIpaBuna MekceTeBOro 3KpaHa.
1.1.6.1. [Touck coBmaaeHuii o napaMerpam.
1.1.6.2. ITopsinok 006pabOTKM MpaBUIL.
1.1.6.3. PenaktupoBanue mpaBul.
1.1.6.4. JlorupoBaHue npaBui.
1.1.7. NAT ALG u firewall tracking.
1.1.8. JInarnoctuka.
1.1.9. Ilpumepsl HACTPONKK MEKCETEBOIO IKpaHa.
1.2. 3amura OT CeTeBBIX aTak.
1.2.1. DoS Defence.
1.2.2. Spy-Blocking.
1.2.3. Suspicious packets.
1.2.4. [Ipumep HACTPOMKH 3aIIUTHI OT CETEBBIX aTakK.

Jladoparopnasi: | 1. Hactpoiika MexxceTeBOro skpaHa. 2 Jaca
1.1. HacTpouts MexKceTeBO IKpaH.
1.2. HactpouTs 3alIUTy OT CETEBBIX aTaK.

HaumenoBanue Onucanue Bpems
Tema: 2. OSPF. 3 yaca
Onucanmue: 2.1. O61ne cBenenus. 2 yaca

2.1.1. ba3bl JaHHBIX.

2.1.2. MacmtabupoBaHue.
2.1.3. Tumsl obnacTei.

2.1.4. Tumsl ceTeil.

2.1.5. Tunsl MapLIpyTU3aTOPOB.
2.1.6. Ponu MapumpyTu3aTopos.
2.1.7. CtouMocCTh KaHaja.
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2.1.8. Tunsl MapIpyTOB.
2.1.9. Pacuér SPF.
2.1.10. Cocrosinus OSPF.
2.1.11. ®opmar coobiieHus.
2.1.11.1. Tuns! nakeToB.
2.1.11.2. Tuns! 3anuceit LSA.
2.2. KomaH 1l HACTPOUKH.
2.3. IIpumeps! HacTpoiiku OSPF.
2.4. MexaHn3Mbl aHOHCUPOBAHUS MapLIPyTOB.
2.4.1. Redistribute.
2.4.2. Network.
2.4.3. Default-information-originate.
2.4.4. AnoHCcHUpOBaHME ¢ route-map.
2.5. Mexanu3mbl GUIBTPAIIMN MapIIPyTOB.
2.5.1. @uipTpanus ¢ route-map.
2.5.2. @unpTpanys Npu aHOHCUPOBAHUU.

Jladboparopnasi: | 2. Hactpoiika OSPF. 1 gac
2.1. Hactpouts OSPF.

2.2. HacTpouTh aHOHCHPOBAaHUE MapLIPYTOB.
2.3. HacTpouTh QUIBTPAIIIO MAPIIPYTOB.

HaumenoBaHue Onucanue Bpems

Tema: 3. BGP. 4 gaca

Onucanmue: 3.1. OOuue cBeneHuUs. 2 Jaca
3.1.1. OcuoBsl BGP.
3.1.2. Mapuipyt BGP.
3.1.3. Beibop myuriero Mapuipyra.
3.2. Hactpoiika eBGP.
3.2.1. JlononHUTENbHBIE TAPAMETPBHI.
3.2.2. eBGP Multihop.
3.3. Hacrpoiika iBGP.
3.3.1. Peer-group.
3.3.2. Next-hop-self.
3.3.3. Route-reflector.
3.3.4. Allow-local-as.
3.4. AnoHcupoBaHHEe U (PUITBTpAITUS.
3.4.1. AHOHCUpOBaHUE MapUIPYTOB.
3.4.2. Moaudukarus aTpruOyTOB IPH aHOHCUPOBAHUH.
3.4.3. ®unpTpanys IPUHUMAEMbIX MapLIIPYTOB.
3.4.4. ®GunpTpanus MapUIPyTOB MPU AHOHCUPOBAHUH.
3.5. lnarHocTuka.
3.6. [Ipumepsl HacTporiku BGP.
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Jladoparopnasi: | 3. Hacrpoiika BGP. 2 yaca
3.1. Hactpouts eBGP.
3.2. Hactpouts iBGP.
3.3. HacTponTh aHOHCUPOBAHUE MapIIPYTOB.
3.4. HacTpouTs GUIBTpAIIO MApIIPYTOB.
HaumenoBanue Onucanue Bpems
Tema: 4. KoHTpOJIb MapIIpyTH3AIUH. 3 yaca
Onucanmne: 4.1. Coucky KOHTPOJIA JOCTYIIA. 1 gac

4.1.1. O6wmue cBeaeHuUs.
4.1.2. Ilpuanun padotrsr ACL.
4.1.3. [lopsanok HACTPOUKH.
4.1.4. Ilouck coBmaieHUH O apaMeTpam.
4.1.5. PenaktupoBanue ACL-crucka.
4.1.6. JlnarHocTuka.
4.1.7. ITpumeps! HacTpoiiku ACL.
4.2. MapuipyTtusaius Ha OCHOBE TOJIUTHK.
4.2.1. O0wmue cBeaeHHUs.
4.2.2. Ilpuanun paGoThl.
4.2.3. Ilopsa 10K HACTPOUKH.
4.2.4. IIpumep nactpoiiku PBR.
4.3. MHOrOKaHaJIbHOE MOJKIIIOUEHUE.
4.3.1. O0mue cBeneHus.
4.3.2. IlpuHuum paboThI.
4.3.3. [lopsiiok HACTPOUKH.
4.3.4. JlnarHocTuKa.
4.3.5. Ilpumep Hactpoiiku Multi-WAN.
4.4. BuptyanbHas MaplipyTHU3aLysl.
4.4.1. O0mue cBeneHus.
4.4.2. KomaHbl HACTPOUKH.
4.4.3. JlnarHocTHKa.
4.4.4. ITpumeps! HacTpoiiku VREF.
4.5. O6HapyKeHre JByHAIPABICHHOM MEPECHUIKH.
4.5.1. OGmue cBeneHwus.
4.5.2. Ilpuanun paGoThl.
4.5.3. ®opmat cooOmIeHHS.
4.5.4. KomaHbl HACTPOMKH.
4.5.5. Ilpumeps! HacTporiku BFD.

JlabGoparopnas: |4. HacTpoiika cpeacTB KOHTPOJISI MapIIpyTH3AIIUH. 2 4aca
4.1. Hactpouts ACL.
4.2. Hactpouts PBR.
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4.3. Hactpouts Multi-WAN.
4.4. Hactpouts VRF.
4.5. Hactpouts BFD.
HaumenoBanue Onucanue Bpems
Tema: 5. KadecTBO 00C/1y’;KMBaHUS. 4 yaca
Onucanue: 5.1. OOmue cBeneHUs. 2 Jaca

5.1.1. Moaenu QoS.
5.1.2. Mexanusmsl DiffServ.
5.1.3. ITpunun paGoThI.
5.2. Knaccudukanus u MapKUpOBKa.
5.2.1. Knaccudukanus.
5.2.2. Mertka kiaccu(puKaluu.
5.2.3. Mopenu noseneHusl.
5.3. IlpenoTBpaiieHue neperpysox.
5.4. YpaBneHue neperpy3kamu.
5.5. OrpanuyeHue CKOpoCTH.
5.6. bazoBsiii QoS.
5.6.1. KoMaH1pl HACTPOMKH.
5.6.2. IIpumepsl HacTpoiiku 6azoBoro QoS.
5.7. Pactupennsiii QoS.
5.7.1. KomaH 11 HACTPOUKH.
5.7.2. Tlpumep HacTpoiiku pacimupeHHoro QosS.

Jladoparopnasi: | 5. Hactpoiika QoS. 2 yaca
5.1. Hactpouts 6a30BbIit QOS.
5.2. HactpouTts pacmmpeHHbiii QoS.

HaumenoBanue Onucanue Bpems
Tema: 6. PezepBupoBanue L3. 4 yaca
Onucanue: 6.1. VRRP. 2 yaca

6.1.1. OGuue cBeaeHUsI.

6.1.2. ®opmar cooOIIeHHUS.

6.1.3. KomaH1bl HACTPOUKH.

6.1.4. ITpumeps! HacTpoiiku VRRP.
6.2. Track-00BEKTHI.

6.2.1. OO0mume cBencHUS.

6.2.2. KomaH1bl HACTPOUKH.

6.2.3. I[Ipumep HacTpoiiku track-oObekTa.
6.3. PezepBupoBanue DHCP-cepsepa.

6.3.1. KoMaH1pl HACTPOMKH.

6.3.2. [Ipumep pezepupoBanuss DHCP.
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6.4. PesepBupoBanue ceccuit firewall.

6.4.1. Komanip1 HaCTpOMKH.

6.4.2. IIpumep pesepBupoBanus ceccuii firewall.
6.5. Knacrep.

6.5.1. Obuue cBeneHus.

6.5.2. KomaH1pl HACTPOWKH.

6.5.3. [Ipumep HacTpOMKH KiacTepa.

Jladoparopnasi: | 6. Hactpoiika pesepBupoBanus L3. 2 Jaca
6.1. Hactpouts VRRP.

6.2. Hactpouts VRRP c track-o0nexkramu.

6.3. Hactpouts VRRP c pesepBupoBanuem DHCP.

6.4. Hactpouts VRRP c pesepBupoBanuem ceccuii firewall.

HaumenoBanue Onucanue Bpems

Tema: 7. TyHHesUpoBaHMe U YAAJEHHBINH 10CTYII. 4 yaca

Onucanue: 7.1. CUMMETpUYHbIE TYHHEH. 2 yaca
7.1.1. OOmue cBeneHUs.
7.1.2. TP4IP4.
7.1.3. VTL
7.1.4. GRE.
7.1.5. L2TPv3.
7.2. CepBHUCHI YIaJEHHOTO JA0CTYyTIA.
7.2.1. OOmue cBeneHMUs.
7.2.1.1. PPP.
7.2.1.2. PAP u CHAP.
7.2.1.3. MS-CHAP.
7.2.1.4. Multilink PPP.
7.2.2. PPPoE-knueHT.
7.2.3. PPTP.
7.2.3.1. PPTP-cepsep.
7.2.3.2. PPTP-knueHT.
7.2.4. L2TP.
7.2.4.1. L2TP-cepgep.
7.2.4.2. L2TP-knuenr.
7.2.5. WireGuard.
7.2.5.1. WireGuard-cepsep.
7.2.5.2. WireGuard-Kk/1HeHT.
7.2.6. OpenVPN.
7.2.6.1. OpenVPN-cepBep.
7.2.6.2. OpenVPN-kIueHT.
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JlabopaTopHnasi: |7. Hactpoiika TyHHENnEH. 2 yaca
7.1. Hactpouts TyHHENb [P41P4.

7.2. Hactpouts TyHHens GRE L3.

7.3. Hactpouts TyHHens GRE L2.

7.4. Hactpouts TyHHEens L2TPv3.

7.5. Hactpouts TyHHens WireGuard-KineHT.

HaumenoBanue Onucanue Bpems

Tema: 8. IPsec. 4 yaca

Onucanne: 8.1. O6uue cBeneHus. 2 4aca
8.1.1. LlenocTHOCTH U ayTeHTU(DUKALIHS TAHHBIX.
8.1.2. Ayrentudukanus yJanéHHONH CTOPOHBI.

8.1.3. KonduaeHmaipHOCTb.
8.1.4. I'pynnel Andu-Xennmana.
8.1.5. IIpOTOKOJIBI MHKAIICYJISIIUH.
8.1.5.1. AH.
8.1.5.2. ESP.
8.1.5.3. TpaHCHOpPTHBIN U TYHHEIBHBIN PEKUMBI.
8.1.6. Acconmanuu 6e30nacHOCTH.
8.1.7. IIpoTokoabl OOMEHA KIFOYaMH.
8.1.7.1. ISAKMP.
8.1.7.2. IKEvl.
8.1.7.3. IKEv2.
8.1.8. O6Hapyx eHHe HEaKTUBHOT'O COCe/a.
8.1.9. IPsec VPN Ha ocHOBe MapiipyTa U MOJIUTUKH.

8.2. KomaHnapl HaCTpOUKH.

8.3. CxeMbl IpUMEHEHHS.

8.3.1. Route-based IPsec VPN.
8.3.2. Policy-based IPsec VPN.
8.3.3. GRE over IPsec.

8.3.4. IPsec VPN u NAT.

8.4. Ilpumepsl METOZI0B ayTeHTU(UKALINY.

8.4.1. PSK.
8.4.2. Cnucok KIIIo4YeHn.
8.4.3. XAUTH.
8.4.4. RSA.
8.4.5. EAP.
8.5. Jlmarnoctuka IPsec.

JladopaTopnasi: |8. Hactpoiika IPsec. 2 Jaca
8.1. Hactpouts Route-based IPsec VPN.
8.1. Hactpouts Policy-based IPsec VPN.
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w ELTEX
HaumeHnoBaHue Onucanue Bpems
Tema: 9. DMVPN. 4 yaca
Onucanme: 9.1. O61ue cBeneHus. 2 gaca
9.1.1. Multipoint GRE.
9.1.2. NHRP.

9.1.3. ®opmat cooOmIeHwHs.

9.2. Ilpunnun paboThI.

9.2.1. ®a3w1 pabOTHI.

9.2.2. ®naru.

9.2.3. Cxembl IPUMEHEHHSI.
9.2.4. Pabora ¢ NAT.

9.3. KomaH b1 HaCTpOMKH.

9.4. Ilpumepbl HACTPOUKH.
9.4.1. DMVPN c OSPF.
9.4.2. DMVPN c eBGP.
9.4.3. DMVPN c iBGP u DHCP-cepsepom.

Jladoparopnasi: | 9. Hactpoitka DMVPN. 2 yaca
9.1. Hactpouts DMVPN ¢ OSPF.
9.2. Hactpouts DMVPN ¢ BGP.

HaumenoBanue Onucanue Bpems
Tema: 10. MOHUTOPHHT U ynIpaBJeHHe. 3 yaca
Onucanue: 10.1. Eltex IP SLA. 2 yaca

10.1.1. OGuiue cBeaeHUsI.

10.1.2. ITpunIun paboTsI.

10.1.3. Hacrpoiika Sender.

10.1.4. Hactpoiika Responder.

10.1.5. Ayrentudukanus.

10.1.6. InarnocTtuka.

10.1.7. TIpumepst HacTpoiiku Eltex IP SLA.
10.2. SNMP.

10.2.1. OGmme cBeneHUs.

10.2.2. ITpunIMI paboTHI.

10.2.3. Tumsl cOOOIICHUI.

10.2.4. baza ynpasisitoniei nHGpOopMaIuu.

10.2.5. ®opmar cooOIIeHusl.

10.2.6. KomaH1pl HaCTpOMKH.

10.2.7. Ilpumep nactpoiiku SNMP.
10.3. NetFlow.
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10.3.1. OGmue cBeneHUs.
10.3.2. IlpuHiun paboThI.
10.3.3. Bo3amoxHoctu NetFlow.
10.3.4. Bo3mosxxnoctu sFlow.
10.3.5. ®opmat coobiieHus.
10.3.6. Komanabl HACTPOMKH.
10.3.7. ITpumepsl HACTPOUKH.

Jladoparopnasi: | 10. Hactpoiika MOHUTOpHUHTA. 1 gac
10.1. Hactpouts Eltex IP SLA.
10.2. Hactpouts SNMP.

10.3. Hactpouts NetFlow.
10.4. HactpouTts sFlow.

IIpomexyTouHble 1 UTOrOBbIe GOPMBbI KOHTPOJIA: 4 Yaca

B pamkax nanHOro Kypca nmpefocTaBiseTcsl OHa MOMBITKA MPOXOKIACHHS CEePTUPUKAIMOHHOTO UCTIBITAHUS,
KOTOpasi MOKET OBITh MCTIOJIB30BaHA B JICHb 3aBEPIICHUS Kypca.

B cnyuae HeygauHOTO 3aBepILIEHUS, MOXKHO OOpaTUTHCSI B KOMMEPUECKHI OTAeN A IpUOoOpETeHHs MIIaTHON
JOTIOTHUTEIHHOM MOTIBITKH.

[1naTHOM MOMBITKOM MOXKHO BOCTIONB30BAaThCs B TeUeHHE 21 KaleHAapHOTro THS MOCTe 3aBepIleHus: 00ydeHusI.
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